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Abstract—Load profiles generated by smart meters represent 

a privacy concern when analyzed by Non-Invasive Load 

Monitoring algorithms. Past research in preserving privacy and 

countering these algorithms has negated the benefits provided by 

smart meters. This research seeks to protect consumer privacy 

while maintaining the benefits of smart meters. The method 

proposed achieves this through the addition of pseudo loads to 

the system to decrease the accuracy of the Non-Invasive Load.  

I. INTRODUCTION 

Smart Meters are wide-spread and increasingly being 
implemented throughout the world. As of 2014, over 58 
million smart meters have been installed in the United States 
[1]. These monitoring devices accurately measure the power 
usage of the home or business they are connected to and send 
that information wirelessly to utilities. Smart meters have a 
number of advantages as they are providing a wealth of 
information related to the power grid. From this information, it 
is possible to improve forecasting of the grid, to locate and 
recover areas that experience faults, and to improve the 
integration of renewable and energy storage devices to the grid 
[2]. Over half of the smart meters deployed in the United States 
also have the functionality to communicate with the 
consumers, often via apps, in order to give consumers more 
access to information concerning their power usage [1].  

 

However, the use of smart meters introduces privacy 
concerns [3]. The metering devices that smart meters are 
replacing were only capable of reporting the total power usage 
and the information was only collected once a month. In 
contrast, smart meters are producing load profiles for each 
household or business they monitor. Load profiles contain 
accurate information of a household’s power usage for small 
intervals of time, often one- to fifteen-minute time scales, and 
are capable of showing the characteristics of the power usage 
[4]. The load profile for a typical home is shown in Figure 1. 
The privacy concern arises when a sophisticated class of 
algorithms and techniques, called Non-Intrusive Load 
Monitoring (NILM), use this data. NILM uses the information 
obtained by the smart meters and is capable of identifying the 
sources using the power. When applied to a residential home, 
NILM is capable of identifying specific appliances and 

determining whether individual loads are on or off for any 
given point of time. From this, it is then easy to discern the 
behaviors and activities of the residents within their homes. An 
example, which uses very high-resolution load profiles, of the 
capabilities of NILM algorithms is presented in [5], in which 
smart meter data is used to identify the content shown on a TV. 
The analysis produced by NILM algorithms would possibly be 
sought after by utility companies, creditors, police agencies, 
advertising agencies, and criminals [6]. 

 

 

Figure 1: Example of Load Profile 

 

A number of different counter-techniques have been 
designed and researched in order to combat the effects of 
NILM. Primarily these studies have focused on Battery-based 
Load Hiding. The disadvantage of past research is the systems 
often require large batteries and seek to completely obstruct the 
advantages that smart meters provide to both the resident and 
utility.  

 

The goal of this project is to design a Battery-based Load 
Hiding system to improve individual household privacy while 
also maintaining the benefits provided by smart meters. 



II. BACKGROUND 

A. Past Research 

Past research on countering has been primarily focused on 
Battery-Based Load Hiding. This method requires placing a 
battery system that charges and discharges in order to mask or 
hide the actual power being used within the household. There 
are a number of different strategies in order to utilize the 
battery, and in these studies, the goal is often to completely 
mask the load profile [7]. Figure 2 shows an extreme example 
of using a battery to mask a load profile into a flat load level. 
Past research has not been this extreme only because of the 
immensely large and expensive battery required to completely 
level the load profile [2]. However, past research has often 
gone too far in blocking information from smart meters, and 
often does require large batteries. By blocking the signals, 
these studies have reduced the value of the information to both 
consumers and to utilities and nullified the benefits of having a 
smart meter.  

 

Another solution for countering the effects of NILM has 
been in Load-Based Load Hiding. In these systems, a large 
variable load in a house, often a hot water heater, are retrofitted 
to turn on and off in order to generate noise in the system with 
the goal of obstructing NILM algorithms[8]. These systems 
have the disadvantage of altering consumer preference for the 
device as the system at least partially dictates the devices 
operation. They also require the retrofitting of new appliances 
or entirely new appliances in order to operate which would be 
expensive. 

 

 

Figure 2: Common Battery-Based Load Hiding Goal 

 

B. Entropy 

In countering NILM, it is important to devise a system that 
will greatly limit the information that can possibly be obtained. 
It is easy to develop a system to counter a single NILM 
algorithm. However, the long-term objective of a load hiding 
system would be to design a system that would also be useful 
in countering future NILM algorithms and techniques, 

especially those designed with consideration of Battery-Based 
Load Hiding. In order to achieve this goal, it is important to 
have an understanding of information theory. In information 
theory, entropy is a measurement of the unpredictability of 
information. This is useful because with increased entropy 
there is a threshold for the maximum of information that can be 
obtained from the system. Measuring entropy has been used as 
a measurement of success in past load-hiding research. 

 

The equation for Shannon entropy is displayed below and 
the units for H are Shannon, or bits. The entropy is represented 
by H, and the different probabilities of the probability density 
function are represented by P(xi). 

 

) 

 
From this equation it is possible to show that the maximum 

entropy in a system can be found when all of the probabilities 
are equal. 

        

 
For this project, the amount of entropy for the load profiles 

will be measured with the goal of increasing the overall 
entropy of the system and thus increasing the uncertainty of the 
information. 

III. METHODOLOGY 

A. Load Imitating Technique 

For this research, the method used to counter NILM using 
Battery-Based Load Hiding is load imitating. Different loads 
throughout a household were analyzed, and the probability of a 
load being in the on state was found, and then a battery was 
used to place these loads into the system. The objective of load 
imitating seeks not to hide loads but to create enough false 
positives that the information obtained from NILM algorithms 
is unreliable. 

 

B. Data Source 

The data used for this research was generated using the 
MATLAB software Residential Power Demand Simulation 
Tool [9]. This dynamic simulation tool generates models of 
household load profiles with a  bottom-up modeling approach. 
For the scope of this project, it is a very useful data source 
because it simulates both the overall load profile of the home 
seen by the smart meter and also the load profiles of the 
individual appliance loads: computer, cooking, television, 
washing, lightning, refrigerator, freezer, dishwasher, and 
HVAC. An example of these capabilities are shown in Figure 
3. The software only focuses on the largest loads in the system 
which is acceptable for this project because NILM primarily 
targets these loads.  



 

Figure 3: Example of Simulated Loads 

 

When simulating the loads, the Residential Power Demand 
Simulation Tool uses a Markov Chain Monte Carlo method. 
This method determines which non-heating based loads are on 
based on probability matrices based on the time of the day and 
the day of the week being simulated. Because of this, the 
probabilities of loads being on in this study will be based solely 
on the time of day and the day of the week. 

C. Load Analyzation 

Data was obtained for ten different households over a year 
period under identical conditions. Based on the data obtained 
for the 520 weeks, each of the loads of the systems were 
analyzed. First, all of the characteristics of each load were 
found based on the power of the load and duration. An example 
of this information is illustrated in Figure 4, which shows the 
information for the TV loads in the household. 

 

Power [W] Duration On [minute]

Mean 256.5 83.9

Stand deviation 7.8 84.9

Maximum 230.0 1

Minimum 255.0 652

Computer Charateristics

 

Figure 4: Table of Computer Load Characteristics 

 

 

Figure 5: Model of Television Load 

 

From this information, it is possible to model each of the 
different loads. A model for the TV based on its characteristics 
is shown in Figure 5. 

 Next, for each of the given loads in the system the 
probability for any given minute of a day and each of the days 
of the weeks was found. The table illustrated in Figure 6 
illustrates these values. 

 

 

Figure 6: Table of Probabilities of TV Load 

 

D. Generating False Load Probability Matrices 

With an understanding of the loads and their occurrence, it 
is then possible to generate false loads into the system. In order 
to calculate when the loads should be implemented into the 
system, the equation below was utilized. The value, B(t), 
represents what the battery would either be charging or 
discharging for a given time. It is calculated by finding the 
differences of the actual probabilities, A(t), for the given time 
for the local probability values. The number of local 
probabilities above and below the given time, n, can be scaled 
in order to be optimized for a given battery.   

 

 
 

when   battery discharges 

          battery charges 
 

When a battery system is implemented in the system, the 
probability of the load occurring, C(t), can be found as the 
addition of the probability of the load and the probability of the 
battery imitating that load. 

 

Day of Week Time of Day Probability of Computer Load

Monday 0:01 0.0071

Monday 0:02 0.0071

Monday 0:03 0.0071

Monday 0:04 0.0071

Monday 0:05 0.0071

Monday 0:06 0.0071

Monday 0:07 0.0071

Monday 0:08 0.0071

Monday 0:09 0.0010

… …. …

Sunday 23:58 0.0087

Sunday 23:59 0.0154

Sunday 24:00:00 0.0154



 
 

This will smooth the differences of the probability of a load 
occurring and allow for the entropy of the load to increase.   

Using the same data set of the ten households utilized in the 
load analyzation, the false load probabilities were found for 
each minute of a week.   

 

IV. RESULTS 

Using the false load probability matrices and the same 
households over a different year span, false loads were inserted 
into the households. For each minute of the year that the 
households were tested over, the imitation load value was 
applied with the probability specified by the false load 
probability matrix. This is shown in Figure 7, which depicts the 
total power demand for a small window. 

 

 

 

 

Figure 7: Total Power Demand Comparison 

 

Because of time limitations, the load imitation was only 
added for single instances of time and did not seek to match the 
duration of the loads. This is useful in creating false edges and 
for hiding steady state values, but the system would be more 
effective if it also included pseudo loads that looked more 
similar to real loads in duration.  

 

Based on the probabilities of the households before and 
after the implementation of the load imitation, the entropy for 
each of the loads was calculated. The comparison of these 
values is shown in Figure 8. The average load Shannon entropy 
increased by 11% suggesting that the load imitation system 
was successful in increasing the entropy. 

V. CONCLUSION 

From this research, it can be seen that a load imitation 
model can work to counter the effects of NILM without 
attempting to level the load power level. This model does 
increased the entropy associated with the loads and would be 
helpful in blocking some aspects of NILM algorithms. 
However, there is a great deal of further work and 
improvement that can be made to this project in order to protect 
consumers privacy. 

For this individual project, further work could be done in a 
number of areas.  

 Use load duration to more realistically imitate 
loads 

 Measure the rate of a battery charging and 
discharging and design a system to prevent the 
battery from exceeding its minimum and 
maximum thresholds 

 Optimize the battery to balance the effects the 
system would have on smart meter information 
and consumer privacy 

 Expand the model to also work with non-time 
based loads such as HVAC 

 Test the results of the system against a variety of 
NILM algorithms 

 

 
Figure 8: Difference in Entropy for each Load 
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